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We developed and used AdFisher to run 
Information Flow Experiments

•  Emulates users with fresh browser instances.

•  Randomized assignment.

•  Statistical analysis to find causal relations.



Part II: Methodology and Tool

Part I: Findings



Discrimination

Browse websites 
related to finding jobs

Ad Ecosystem
Web Browsing Advertisements

Ad Settings

Significant causal effect 
on ads
(p-value < 0.00003)

Set gender bit



Female Group Male Group

Jobs (Hiring Now)
www.jobsinyourarea.co
45 vs. 8

$200k+ Jobs - Execs Only
careerchange.com
311 vs. 1816

4Runner Parts  Service
www.westernpatoyotaservice.com
36 vs. 5

Find Next $200k+ Job
careerchange.com
7 vs. 36

Criminal Justice Program
www3.mc3.edu/Criminal+Justice
29 vs. 1

Become a Youth Counselor
www.youthcounseling.degreeleap.com
0 vs. 310

Discrimination Explanations



We are not claiming

•  Generalization
–  Experiments performed from one IP address in Pittsburgh.

•  Policy or Legal Violations
–  Google allows gender based targeting.

•  Completeness
–  We might not have found every effect.



Transparency

Visit the top 100 
substance abuse sites

Significant causal 
effect on ads 
(p-value < 0.00005)

Ad Ecosystem
Web Browsing Advertisements

Ad Settings

No effect on ad 
settings



Substance Abuse Visitors Control Group

The Watershed Rehab
www.thewatershed.com/Help
2276 vs. 0

Alluria Alert
www.bestbeautybrand.com
0 vs. 9

Watershed Rehab
www.thewatershed.com/Rehab 
362 vs. 0

Best Dividend Stocks
dividends.wyattresearch.com
24 vs. 54

The Watershed Rehab
(none)
771 vs. 0

10 Stocks to Hold Forever
www.streetauthority.com
76 vs. 118

Transparency Explanations



Additional notice on Ad Settings

Before 

After



Choice

Visit sites related to 
online dating

Ad Ecosystem
Web Browsing Advertisements

Ad Settings

Causes significant 
reduction in dating ads 
(p-value < 0.05)

Remove interests related 
to online dating



Part II: Methodology and Tool

Part I: Findings



Prior Work on Behavioral Marketing

15

•  No statistical significance
•  Guha+10
•  Balebako+12
•  Wills & Tatar 12
•  Liu+13         AdReveal

•  Assumptions about ads
•  Barford+14  AdScape
•  Lecuyer+14  XRay
•  Englehardt+14 OpenWPM



Information Flow Experiments

Experimental Group Control Group

Controlled Environment

Measurements 
(ads)

Experimental Treatment
(visit substance-abuse sites)

Control Treatment
(idle)

Ad Ecosystem

Test Statistic

Observed ValueHypothetical Value

Ad 
Ecosystem

M. C. Tschantz, A. Datta, A. Datta, and J. M. Wing. 
A methodology for information flow experiments. CSF 2015.



Challenges

•  Limited samples

•  Selection of test statistic

Ad Ecosystem

Test Statistic
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Contributions

1.  Findings of discrimination, lack of transparency, 
and choice.

2.  Improved methodology
•  Blocked design
•  Automated selection of test statistic

3.  Development of AdFisher. Available online: 
github.com/tadatitam/info-flow-experiments



Future Work

•  Extensions of AdFisher

•  Assigning blame

•  Internal auditing and preventing violations
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Backup Slides



Possible Impact on Ad Settings



Possible Impact on Ad Settings
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Privacy Policy

When showing you tailored ads, we will not 
associate a cookie or anonymous identifier with 
sensitive categories, such as those based on race, 
religion, sexual orientation or health.

www.google.com/policies/privacy/



Choice Explanations

Keeping Dating Interest Removing Dating Interest

Are You Single?
www.zoosk.com/Dating
2433 vs. 78

Car Loans w/ Bad Credit
www.car.com/Bad-Credit-Car-Loan
8 vs. 37

Top 5 Online Dating Sites
www.consumer-rankings.com/Dating
408 vs. 13

Individual Health Plans
www.individualhealthquotes.com
21 vs. 46

Why can't I find a date?
www.gk2gk.com
51 vs. 5

Crazy New Obama Tax
www.endofamerica.com
22 vs. 51



Substance Abuse Visitors Control Group

The Watershed Rehab
www.thewatershed.com/Help
2276 vs. 0

Alluria Alert
www.bestbeautybrand.com
0 vs. 9

Watershed Rehab
www.thewatershed.com/Rehab 
362 vs. 0

Best Dividend Stocks
dividends.wyattresearch.com
24 vs. 54

The Watershed Rehab
(none)
771 vs. 0

10 Stocks to Hold Forever
www.streetauthority.com
76 vs. 118

Transparency Explanations



Findings

•  Discrimination
–  Gender affected job-related ads

•  Opacity
–  Web browsing affected ads without affecting Ad Settings

•  Choice
–  Removing interests affected ads 
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Mechanism of ad delivery is complex



Prior Work on Behavioral Marketing
Authors Test Limitation

Guha et al. Cosine similarity No statistical significance

Balebako et al. Cosine similarity No statistical significance

Wills and Tatar Manual examination No statistical significance

Liu et al. (AdReveal) Process of 
elimination

No statistical significance

Barford et al. (AdScape) χ2 test Assumes ads identically 
distributed

Lécuyer et al. (XRay) Parametric model Correlation, not causation; 
assumes ads are independent

Englehardt et al. 
(OpenWPM)

Binomial test Assumes ads identically 
distributed 31



Research Questions

•  Are such tools transparent?

•  Do they provide users with choice?

•  Can personalized content be discriminatory?



Conclusions

•  Are ad settings transparent?
No - Web browsing affects ads, not settings

•  Do ad settings provide users choice?
Yes - Removing interests affects ads

•  Are personalized ads served in a fair manner?
Probably not - Gender affects job-related ads



Privacy Policy

When showing you tailored ads, we will not 
associate a cookie or anonymous identifier with 
sensitive categories, such as those based on race, 
religion, sexual orientation or health.

www.google.com/policies/privacy/



Permutation Test [Good’05]

•  It is a non-parametric test
–  No assumptions about ad distributions

•  It does not require independent samples
–  Ads served to one browser can affect ads served to another

•  Assumption: Samples are exchangeable under the null 
hypothesis

•  A statistic that discriminates between the null and 
alternate hypotheses

P. Good.
Permutation Tests: A Practical Guide to Resampling Methods for Testing Hypotheses. Springer, 2005

Observations (x1, x2, …, xn) 
are exchangeable if the 

probability of any particular 
joint outcome is the same 

regardless of the order



Permutation Test: Example
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Permutation Test: Example
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is the measurement vector is the statistic computed over



=119

 =67

  =7

Permutation Test: Example

count
= 0.004

= 119
p-value = 

number of permutations
= 

1
10 C 5

Reject null 
hypothesisis a permutation of 
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Ads differ on browsers on the same machine 
at the same time



Browser Agents are not Independent
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Permutation Test: Example
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“BMW buy”, “Audi purchase”, 
“new cars”, “local car dealers”, 
“autos and vehicles”, “cadillac 
prices”, and “best limousines”

'bmw', 'audi', 'car', 'vehicle', 'automobile', 'cadillac', 'limo' 



•  Probability of obtaining a result at least as extreme as the one 
observed, assuming that the null hypothesis is true

•  p-value =

is the indicator function

is the measurement vector

is the statistic computed over

is a permutation of 

P value .
	



Probabilistic Noninterference and Causal Effect



Machine Learning Algorithms

Algorithm Parameter Space

Logistic Regression C = {2-5, 2-4 …, 215} penalty = {L1, L2}

SVM with poly kernel C = {2-5, 2-4 …, 215} degree = {1, 2, 3, 4}

SVM with RBF kernel C = {2-5, 2-4 …, 215} γ = {2-15, 2-14 …, 23}

k nearest neighbors k = {1, 3, …, 19} p = {1, 2, 3}

p in kNN stands for Lp distance



Summary of Experiments

www.alexa.com/topsites/category/Top/Health/Addictions/Substance_Abuse
www.alexa.com/topsites/category/Top/Society/Disabled



Details of Discrimination Experiments

www.alexa.com/topsites/category/Top/Business/Employment



Details of Discrimination Experiments



Details of Transparency Experiments

www.alexa.com/topsites/category/Top/Health/Addictions/Substance_Abuse
www.alexa.com/topsites/category/Top/Society/Disabled



Details of Transparency Experiments



Details of Choice Experiment



Details of Choice Experiment



Details of Choice Experiment


